[Tpunoxenue N 1
K IIPUKa3y yIpaBJieHUs] 00pa3oBaHUs

aaMUHHUCTpanuu ropojaa Kosposa
ot 25 masa 2016 r. N 295

MHOJIUTUKA
ylnpaBJjieHUs1 00pa3oBaHus afMuHUCTPanuu ropoaa Kosposa B oTHOIIEHNH
00padoTKu HHGOPMAIMU U NEPCOHAIBHBIX JAHHBIX

1. Tepmunbl U onpeneneHus

[lepconanbubie ganusie (I1/IH) - nr06as undopmaius, oTHOCAIIAACS K MPSMO WM
KOCBCHHO OTPEACICHHOMY WIH OTpeesieMoMy dusndeckomy juiy (cyobekry I1/1H).

OmnepaTop - rocyJapCTBEHHBIM OpraH, MyHUIIMTNIATBHBIA OpraH, I0PUANYECKOE WU
(M3UYECKOE JIUIIO0, CAMOCTOSATEIHLHO MJIM COBMECTHO C IPYTUMU JIUI[AMU OPTaHU3YIOIINE U
(mmm) ocymectBisitomue odpadotky IIJ[H, a Takxke ompenensiomme Ueau o0pabOTKu
11, coctraB II/IlH, momnexaniux oOpaOoTke, AeMCTBUS (Omepaiuu), COBEpIIacMbIe C
I11H.

OoOpabotka I1/In - mo0oe neiicTBue (omepanus) WM COBOKYIHOCThH JI€WCTBHIA
(omeparuii), COBEpIIAEMBIX C HWCIOJIL30BAHUEM CPEJICTB aBTOMATH3AlMK WIH 0Oe3
WCIONb30BaHusa Takux cpenactBs ¢ [IJIH, Bkirowass cOop, 3amuch, CUCTEMaTH3AIMIO,
HaKOILJICHWEe, XpaHeHWe, yTouHeHue (OOHOBJICHHE, HW3MEHEHHUE), W3BJICUCHUE,
HCII0JIb30BaHUE, nepenavy (pactipocTpaHeHue, Mpe0CTaBIICHUE, JIOCTYTI),
o0e3nnurBanue, OJ0KMpOBaHUE, yaaneHue, yauuroxenue [1/1H.

ABtoMatuzupoBaHHas oOpaborka [IJ][n - obpaborka I1[IH ¢ momorpl0 cpeacTB
BBIYMCIIUTEILHON TEXHUKHU.

Pacnipoctpanenue IIJIH - neucTBusi, HampaBieHHble Ha packpeitue [I/IH
HEOIPEICICHHOMY KPYTY JIUII.
[IpenocraBnenne IIJIln - pedictBus, HampaBieHHble Ha packpeitue [1/IH

ONPENEIICHHOMY JIMIYy WM ONPEIEICHHOMY KPYyTY JIUII.
brnokuposanue I1/]H - BpemenHoe npekpaiienue oopadotku I1/{H (3a uckIoueHuem
clIydaeB, eciii 00paboTka HeoOxoauma st yrounenus [1/1H).

Yunuroxenue 1111 - neiicTBusA, B pe3yJIbTaTe KOTOPHIX CTAHOBUTCSI HEBO3MOXKHBIM
BoccTaHOBUTh conaepxkanue I1[ln B HCIIIH w (unm) B pe3yiabTare KOTOPBIX
YHHUUTOXKAKOTCS Marepuanbabie HocuTenu [1J1H.

O6e3nuuuBanue [IJIlH - ngeiicTBusi, B pe3yJbTaTeé KOTOPBIX CTAHOBUTCS
HEBO3MOXXHbIM 0€3 HCIOJIb30BaHUS JIOMOJHUTENBbHOM HMH(POpPMAIMK  ONPEAETUThH
npuHaiexkHocth [1/]H konkpeTHOMY cyOBbekTy I1/1H.

Tpancrpannunas nepenava [1/1n - nmepemaua II/IH HA TEpPUTOPUIO MHOCTPAHHOIO
rocy/apcTBa OpraHy BJIACTH WHOCTPAHHOI'O TOCYAAapCTBA, MHOCTPAHHOMY (PU3UUECKOMY
JIMIY I UHOCTPAHHOMY FHOPUANYECKOMY JIUILY.

2. Ha3nauenue u npaBoBasi OCHOBA JIOKYMEHTa
[Tonutuka ympaBiaeHus oOpa3oBaHusi aAMUHHUCTpauuu ropojga Kosposa (nanee mo
Tekcty — I[lomuTHka) ompenenser CHCTEMY B3IVIAJOB Ha MpoOsieMy oOecreueHus

6e3omnacHoctu [IJIH u mpencrapnseT coObol CHUCTEMATU3UPOBAHHOE HM3JIOKEHUE IeJed U
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3a/1a4y 3alllMUThl, KAK OJHO WJIM HECKOJIbKO MPABWJI, MPOUEAYDP, NPAKTUYECKUX MPUEMOB U
PYKOBOJSIIMX MPUHIUIIOB B 001actTd MHGOPMAIIMOHHON O€30MacCHOCTH, KOTOPHIMU
PYKOBOJICTBYETCS yIpaBieHHEe 00pa3oBaHusl aAMUHUCTpainmu ropoaa Kosposa (mamee —
VYrpaBjieHHe) B CBOCH JEATCIBHOCTH, a TaKKE€ OCHOBHBIX MPUHIIUIIOB IOCTPOCHUS,
OpraHU3allMOHHBIX, TEXHOJOTMYECKUX U MPOUEAYPHBIX AacleKTOB  oOecredeHus
0e3omacHocTh HHGOPMAITHH.

3akoHonarenbHOM ocHOBOM Hacrosimied [lomutuku  sBistorcss  KoHctutyrus
Poccuiickon @enepanuu, ['paxknanckuid, YTONOBHBIA KOAEKCHI, DenepanbHblii 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHalbHBIX AaHHBIX», DenepanbHblii 3akoH PD oT
27.07.2006 Ne 149-®3 «O6 undopmannu, HHPOPMAIIMOHHBIX TEXHOJOTUSAX U 3aIIUTE
uH(pOpMalMn», 3aKOHBI, yKa3bl, MOCTAHOBIEHUS, APYTM€ HOPMATUBHBIC JIOKYMEHTHI
nercTByronlero 3akonoaarenbcrBa Poccuiickoit @enepannu, nokyMeHTel ®CTOK n ©Ch
Poccun.

Hcnonb3zoBanue naHHOM IloouTMkM B KayecTBE OCHOBBI JUISL  IOCTPOCHHUS
KOMIUIEKCHOW CHCTeMbl HH(GOpPMAlMOHHOM Oe30macHoCTH HHGOpMaluu YIpaBleHUs
ITO3BOJIUT ONITUMHU3UPOBATH 3aTPATHI HA €€ IIOCTPOCHHUE.

ITpu paspabotke [loMUTUKM YYUTHIBAJIUCh OCHOBHBIE TPUHIUIBI CO3TAHMS
KOMIUIEKCHBIX CHCTEM oOecreueHusl 0e30MacHOCTH WH(OPMAallUM, XApaKTEPUCTUKH U
BO3MOKHOCTH OpPraHHU3allMOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX allllapaTHO-
IPOrpaMMHBIX ~ CPEACTB  3allUThl M  NPOTHUBOJIEHUCTBUS  yrpo3aM  0€30MacHOCTH
uH(popmanuu.

OcHoBHbIE mTONOXkeHUs [lonmuTHku O0a3upyroTcs Ha Ka4eCTBEHHOM OCMBICICHUH
BOIIPOCOB 0O€30MACHOCTH MH(OpMALMM MW HE 3aTPArvBarOT BONPOCOB 3KOHOMUYECKOTO
(KOIMYECTBEHHOI0) aHAJIW3a PUCKOB M OOOCHOBaHUS HEOOXOAUMBIX 3aTpaT Ha 3allUTy
uH(popmanuu.

3. OCHOBHBIMM OOBEKTAMU CHCTEMbl O€30MAaCHOCTM HHGPOpMALMK B YMPaBICHUU
SABIISIIOTCS:

- MH(POPMAIIMOHHBIE PECYPChl C OTpaHMYEHHBIM JOCTynoM, cojepxkauie I[I/In u
COIYTCTBYIOLYI0 HMH(OPMALINIO, HE COCTaBJSAIOUIYI0O TOCYJapCTBEHHYIO TaiiHy, B TOM
YlClie O POJIMBIIUXCA U 3apErMCTPUPOBAHHBIX IO MECTY KUTEJIBCTBA OOYyYArOIIMXCS, a
TaK)Ke CBEICHMs 000 BCEX ATanax o0y4yeHus JeTeu;

— nporecchl 00paboTku MHOpMaUK B UHPOPMAIMOHHBIX CUCTEMax ¥YIpaBJiCHUS,
MH(}OpPMAIMOHHBIE TEXHOJIOTUH, PETJIAMEHTBI U MPOLEAYPhI cOopa, 00pabOTKU, XpaHEHUs
U mepenayn uHGOpMalUM, MEPCOHAN TMOJIb30BATENIEH CUCTEMBI M €€ OOCITY>KUBAIOIIUI
IIEPCOHAIT;

— uH(pOopMaIIMOHHasT UHPPACTPYKTYpa, BKIIOUAOIIAsI CUCTEMbl 00pabOTKM M aHaIHM3a
uH(opMaIuy, TEXHUYECKHE W TPOrpaMMHBIC CpencTBa ee o0paboTKH, mepeaadyn u
OTOOpaKEHUSI, B TOM YHCJIE KaHAJIbI WHPOPMAIIMOHHOTO OOMEHA M TEICKOMMYHHUKAIIUH,
CUCTEMbl M CpEJICTBAa 3allUThl HH(POpMALUU, OOBEKTHl WU MOMEUIEHUS, B KOTOPBIX
PacnoJioKeHbl TEXHUYECKUE CPENICTBA 00pabOTKU MH(pOpMaUK.

4, NHuTepecsl 3aTparuBaeMbIX CyObeKTOB HH(OPMAIIMOHHBIX OTHOIICHHMA

CyObekramMu HWHGOPMAIMOHHBIX OTHOIICHUN MpU O0eCleueHUn Oe30MacHOCTH
uHpopmanuu YpaBieHUs SBISIOTCS:

— VYrpaBieHue, Kak COOCTBEHHUK WH(MOPMAIMOHHBIX PECYPCOB M TEXHUUYECKHUX
cpenctB 00padoTka nHpopmaluu;
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— CyObeKThl  TMEpCOHATBHBIX  JAHHBIX, B TOM  YHWCJE  POJUBIIUECT U
3apEerUCTPUPOBAHHBIC 10 MECTY XKHUTEIbCTBA (00yJaroIuecs).

[lepeuniciiennble CyOBEKTbl WH(MOPMAIIMOHHBIX OTHOIICHHM 3auHTEPECOBAHbI B
o0ecreyeHuu:

— CBOEBPEMEHHOTO JIOCTYIIA K HEOOX0IMMOW HH(POPMALIUH (JIOCTYITHOCTD);

— JIOCTOBEPHOCTH (ITOJTHOTHI, TOYHOCTH, aJ€KBATHOCTH, IIEJIOCTHOCTH ) HH(GOPMAIIHH;
— KOH(PUACHIINATILHOCTU (COXpaHEHUS B TaiiHe) MH(OpPMAIIUH;

— 3alUTBl  OT HAaBS3bIBAHUSA WM JIOKHOH  (HEIOCTOBEPHOM, HMCKaKEHHON)
uH(pOopMaIuy,;

— pasrpaHUYCHHUs] OTBETCTBCHHOCTH 3a HApPYIICHHWS WX TMpaB (MHTEPECOB) W
YCTaHOBJICHHBIX TIPABHJI 0OpaIieHus ¢ nHhopMaIiiei;,

— BO3MOYKHOCTH  OCYIIECTBJICHUS  HEMPEPHIBHOTO KOHTPOJS W YNpaBICHUS
nporeccaMu 00paboTKHU U Tiepeaayr HHopMaIu,

— 3amuThl THGOPMAIIMK OT HE3aKOHHOT'O PaCIPOCTPAaHEHUSI.

4.1. llenwu 3amuThI

OCHOBHOHM 1€Nbl0, Ha JOCTIKEHHE KOTOPOH HampaBiCHBl BCE MOJIOKCHUS
Hacrosmer [lonmuTuku, sBiseTCs 3ammTa CyOBEKTOB WH(MOPMAITMOHHBIX OTHOIICHUN
VYnpaBneHus: OT BO3MOXXHOTO HaHECEHHUSI UM MaTepUATbHOTO, (U3NMYECKOTO, MOPATHLHOTO
WIA WHOTO yiiepOa, MOCPEICTBOM CIy4ailHOTO WM TpPEeTHAMEPEHHOTO BO3ACUCTBUSA Ha
nH(pOpMaInIo, UX HOCUTEIH, TPOLIECChl 00PaObOTKHU U TIepeaadHn.

VYka3zaHHasg 1elb JOCTUTaeTCs IOCPEJICTBOM OOECIEeUEeHUs U IOCTOSHHOTO
MOJJIEP KaHMS CIETYIONIUX CBOMCTB HH(OPMAIIUH
— JIOCTYITHOCTH JIJIsl JIETAJIbHBIX TMOJb30BaTeNel (YCTOMYMBOTO (PYyHKIIMOHUPOBAHMS
MHDOPMAIIMOHHBIX CUCTEM YTpaBJieHUs, NpPU KOTOPOM IOJH30BATEIU HUMEIOT
BO3MOXXHOCTh TIOJTy4eHHUsS] HEOOXOoANMMOW MH(OpMALUK U PEe3yabTaTOB PEIICHUS 3a/1ad 3a
MIPUEMIIEMOE ISl HUX BpeMs );

— IIEJIOCTHOCTH W ayTeHTHYHOCTH (ToaTBepkacHUe aBTopcTBa) [1J[H, XpaHUMBIX H
oOpabaTbiBaeMbIX B HWH(POPMAIIMOHHBIX CHUCTEMax YTMpaBJICHUS W TepeAaBaeMou Mo
KaHaJlaM CBSI3U;

— KOH(UICHIIUATLHOCTH - COXPAaHEHUS B TailHE OMpeeTIeHHONW YacTu MHGOpMAIliH,
XpaHUMoM, 00pabaThIBaeMOi U TIepeaBaeMoil o KaHallaM CBSI3H.

Heobxoaumplii ypoBEHb JOCTYIHOCTH, LEIOCTHOCTH U KOH(MUIECHIIUATHLHOCTH
uHopMaIuu  00ECTICUNBACTCS COOTBETCTBYIOIIMMH MHOXKECTBY 3HAYMMBIX yIPO3
METOJIaMHU U CPEACTBAMH.

4.2. OCHOBHBIE 33/1a4U CHCTEMBI 0OecTieueHus: 6e30macHoCTH HHHOpPMALTUU

JInst MOCTHKEHUST OCHOBHOW IIETM 3allUThl M OOCCIICUYCHHS YKa3aHHBIX CBOWCTB
nHpopmaruu cucrema obOecnedeHus WHOOPMAMOHHONW O€30MacHOCTH Y TpaBJIeHUs
T0JDKHA oOecrieunBaTh 3G (PEKTUBHOE PEIICHUE CISAYIOIMINX 3a1a4:

— CBOEBPEMEHHOE BBISBJICHHE, OIIEHKA W TPOTHO3WPOBAHHE WCTOYHUKOB YTIpo3
nH()OPMAITMOHHONW 0E€30MacCHOCTH, MPUYUH M YCJIOBHM, CIIOCOOCTBYIONMIUX HAHECEHUIO
yiiepba 3aMHTEPECOBAHHBIM CYOBEKTaM HH(POPMAIIMOHHBIX OTHOIICHHUH, HapyIICHUIO
HOPMAJIbHOTO (DYHKITMOHUPOBAHUS MH(POPMAITMOHHBIX CUCTEM;

— CO3/IaHMe MEXaHHW3Ma OINEPATHBHOTO pPEarupoBaHUs Ha Yrpo3bl 0e30MacHOCTH
nH(OpMAIUU ¥ HETaTUBHBIC TEHICHITUH;
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— CO3JaHUE YCIIOBUM MJii MHUHUMHU3ANNH W JIOKAIM3allMd HAHOCHMOTO yIepOa
HENPAaBOMEPHBIMU  JIEUCTBUSIMU  (PU3MYECKUX M  IOPUIUYECKUX JIUL, ociabieHue
HEraTUBHOTO BJIMSHUS W JUKBUAALMS TIOCIEACTBUM HapylleHUs Oe30MacHOCTU
uHopMamy;
— 3allUTy OT BMENIATENbCTBA B Tpolecc (PYHKIIMOHUPOBAHUS HH(POPMAIIMOHHBIX
CHUCTEM IIOCTOPOHHUX JIHMIl (IOCTYN K HWH(POPMAIMOHHBIM pecypcaM ITOJDKHBI HUMETh
TOJIBKO 3aPETUCTPUPOBAHHBIE B YCTAHOBJIECHHOM IOPSIIKE MOJb30BATEIN );
- pasrpaHUYeHHE JOCTyla IOJb30BaTelied K WH(GOPMAIIMOHHBIM, aIlllapaTHBIM,
IpOrpaMMHBIM U HMHBIM pecypcam YTpaBiieHUs (BO3MOXXHOCTh JOCTyMHa TOJBKO K TEM
pecypcaM U BBINIOJIHEHHS TOJIBKO TE€X ONEpaluii ¢ HHUMH, KOTOpPbIE HEOOXOIUMBI
KOHKPETHBIM TI0JIb30BaTEIISIM JIJIS1 BBITIOJIHEHUS CBOUX CIIYKEOHBIX 00s3aHHOCTEM), TO €CTh
3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA;
— oOecrieueHue ayTeHTU(PUKALIMU MOJIb30BATEIIEH, y4aCTBYIOIIUX B
nH()OpMAMOHHOM OOMEHe (ITOATBEPKICHUE MOMJIUHHOCTU OTHPABUTENS M MOJIydaTess
uH(popmanun);
— 3allUTYy  OT  HECAHKUMOHMPOBAHHOW  MOAM(UKAIMKA  HCIOJb3yeMBIX B
MH(DOPMAIIMOHHBIX CHUCTEMax YTIpaBJICHUS MPOTPAMMHBIX CPEJCTB, a TaKXKe 3alUTYy
CUCTEMBl OT BHEJIPEHUS] HECAHKIIMOHMPOBAHHBIX MPOTrpaMM, BKIKOYAs KOMIIbIOTEPHBIE
BHUPYCHI;
— 3aIUTy WHQOPMAIMKM OTPAHMYEHHOTO TMOJH30BAHUS OT YTEUKH IO TEXHUYECKUM
KaHajaM Ipu ee 00paboTKe, XpaHEHUHU U Mepelaue Mo KaHallaM CBSI3H.
4.3. OCHOBHBIE IIyTH PEIICHUS 3a7]a4 CHCTEMBI 3aIATHI

[TocTaBiieHHBIE OCHOBHBIE 1IE€TU 3aAIIUTHI U PEIICHUE MEPEUUCICHHBIX BBIIIE 3a7a4
JOCTUTAtOTCSL:
— CTPOTMM YYE€TOM BCEX MOJICKAUIUX 3AIIUTE PEeCypcoB MH(OPMAIIMOHHBIX CHCTEM
VYmopanenuss (undopmaruu, 3amad, JOKYMEHTOB, KaHAJOB CBS3U, CEPBEPOB,
aBTOMATU3UPOBAHHBIX PAOOYMX MECT);
— KYpHAJIUPOBAHHEM JIEUCTBUI TIEPCOHANA, OCYIIECTBIISIONIETO OOCIY)XHUBaHUE U
MOJU(DUKALNIO TPOTPAMMHBIX U TEXHUUYECKUX CPEJICTB MH()OPMALIMOHHBIX CUCTEM;
- MOJIHOTOM, pPEaJbHOM BBIMOJHUMOCTBIO M HENPOTHUBOPEYUBOCTHIO TpeOOBaHUM
OpraHU3alMOHHO-PACHIOPSIANTENBHBIX ~ JTOKYMEHTOB  YOpaBJi€HHs IO  BOIpOcaM
oOecrieueHus 6€30MacCHOCTH UHPOPMAIIUK;
— MOJITOTOBKOM JTOJKHOCTHBIX JIMI (COTPYAHUKOB), OTBETCTBEHHBIX 32 OPTaHU3AIMIO
1 OCYIIECTBJICHUE MPAKTHUCCKUX MEPONPHATHI 1o obecnedeHuto O6e3omacHocT [1JIH u
MPOLIECCOB UX 00PabOTKH;
— HaJIeJICHUEM KaXXJIOro COTpYJHHUKA (IOJh30BaTeNsl) MUHUMAIBLHO HEOOXOIUMBIMU
JUTSL BBITIOJTHEHUSI UM CBOMX (DYHKIIMOHAIBHBIX 00s3aHHOCTEN MOJTHOMOYHUSIMHU 10 JOCTYITY
K HH(GOPMAIMOHHBIM pecypcam YTpaBJieHuUs,
— YEeTKUM 3HAaHMEM W  CTPOTUM  COOJIOJIEHHEM  BCEMH  IOJIb30BATEISIMU
UH()OPMAITMOHHBIX CUCTEM VYnpapnenus TpebOBaHMIA OpraHU3aIMOHHO-
pacnopsIMTeIbHBIX JOKYMEHTOB 110 BOIIpOcaM obecrieueHrs 0€301acHOCTH HH(POPMAIINH;
- MEPCOHAJIbHOM OTBETCTBEHHOCTHIO 3a CBOM JEHCTBUS KaXJOTO COTPYJIHHKA, B
paMKax CBOMX (DYHKIIMOHAJBHBIX 00S3aHHOCTEH MMEIOIIEro JOCTYN K MH(GOPMAIIMOHHBIM
pecypcaMm YTpaBJieHus,
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- HEMPEPBIBHBIM MOAEPKaHUEM HEOOXOJUMOTO YPOBHS 3alIMIEHHOCTH 3JEMEHTOB
UH(GOPMAIIMOHHON CPEJIbI;

— npyUMEHEHUEM (U3UYECKUX M TEXHHUYECKUX (IIPOrpaMMHO-aNapaTHbIX) CPEICTB
3aIIUTBl PECYPCOB CHUCTEMBI M HENPEPHIBHOW AJMUHHCTPATHBHOM NOMJIEPKKOM HX
UCIIOJIb30BAHUS;

- 3¢ (HeKTUBHBIM KOHTPOJIEM HaJ COOIOCHHEM IMOJIb30BATENSIMU MHPOPMAITMOHHBIX
pecypcoB TpeboBaHUH 10 00eCIIeUeHHI0 0€30MacHOCTH HH(OPMAIINH;

— IOPUIMYECKON 3allMTOM MHTEPEeCcOB YMpaBieHUS MpU B3aUMOJCUCTBUH C
BHELIHUMHU OpraHU3alUsIMH (CBSI3aHHOM C 0OMeHOM HH(pOopMaIeit) OT IPOTUBOIIPABHBIX
JNEUCTBUN, KaK CO CTOPOHBI 3THX OpraHU3alMi, TaKk M OT HECAHKIIMOHUPOBAHHBIX
JEHCTBUN 00CITYKMBAIOIIETO MTEPCOHANIA U TPETHHX JIHII.

S. [TocTpoenue cucremsl, obecreyeHne 6€30macHoCT HHPOpMAIK YTIPaBICHUS U €€
(GYHKIIMOHUPOBAHUE JOJDKHBI OCYIIECTBISITRCS B COOTBETCTBUU CO  CICAYIOIIMMHU
OCHOBHBIMU MPUHIIUTIAMU:

5.1. 3akoHHOCTh

[Ipeanonaraer OCyIIECTBICHUE 3AIIUTHBIX MEPONPHUATUN U pa3pabOTKy CUCTEMBI
Oe3zomacHocT  MH(pOpMaIMU  YIOpaBiI€HUST B  COOTBETCTBUUM C  JEHUCTBYIOIIUM
3aKOHOJIATEILCTBOM B OOJIACTH 3aIIUTHI HH(OpPMAIUH, a TaKXKe APYTHX 3aKOHOAATEIIbHbIX
aKkToOB No Oe3zomacHocTH MHpopManuu PO, ¢ npuMeHeHHEM BCeX JO3BOJIEHHBIX METOJOB
oOHapyXeHHsI M IpecedyeHUsl paBOHapyIIeHu pu padore ¢ uHpopmauuen. [Ipunsaroie
Mepbl Oe3omacHocTH [IJIH He JAOMHKHBI NPENnATCTBOBATH JOCTYIY MPaBOOXPAHUTEIbHBIX
OpraHoOB B IIPEyCMOTPEHHBIX 3aKOHOIATEIbCTBOM CIIydasX.

Bce nonp3oBareny MH(OPMALMOHHBIX CUCTEM JIOJKHBI UMETh NPEACTaBIEHUE 00
OTBETCTBEHHOCTH 32 IIPABOHAPYIICHHS B 00JACTH 3aIUTHI HHPOPMALIUH.

5.2. CucreMHOCTH

CucteMHbIN MOAX0J K TOCTPOEHUIO CUCTEMBI 3alIUThl THGOPMALIMK B Y IPaBICHUU
MPEANOJaraeT y4eT BCeX B3aMMOCBSI3aHHBIX, B3aUMOACHCTBYIONIMX U U3MEHSIIOMIMXCSA BO
BPEMEHU AJIEMEHTOB, YCIOBUA M (DaKTOPOB, 3HAUMMBIX /JI1 MOHUMAHUS U PELICHUs
npo0semMbl obecrieueHusi 06€30MacHOCTH HH(OpMaUK.

[Ipu co3maHuu cUCTEMBbl 3alUTHI JTOJKHBI YUYUTBHIBATHCS BCe ciaOble U Hambosee
ySI3BUMbIE MeCTa MHPOPMAIIMOHHBIX CHUCTEM, a TaK)KE XapaKTep, BO3MOKHbIE OOBEKTHI U
HalpaBJICHUS  aTaKk  Ha  Hee co CTOPOHBI  HapyIIUTEICH (ocobeHnHo
BBICOKOKBATU(DUITMPOBAHHBIX 3JI0YMBIIIJICHHUKOB).

Cucrema 3alIUTHI JOJKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
IPOHUKHOBEHUS M HECAHKIMOHMPOBAHHOIO JOCTyna K MHGOpMaluu, HO U C y4ETOM
BO3MOKHOCTH  TOSBJICHHMS NPUHLIMIIMAIBHO HOBBIX IIyTEM peanu3alid  yrpo3
0€30MacHOCTH.

5.3. KoMIiekCHOCTh

KomMriekcHoe HCToIb30BaHUe METOJIOB U CPEJCTB 3aLIUThl KOMIIBIOTEPHBIX CUCTEM
MPEANOoJaraeT COrjacoOBaHHOE IPUMEHEHHUE pPA3HOPOAHBIX CPEIACTB NPHU IMOCTPOCHUU
L[EJIOCTHOM CHUCTEMBI 3allUThI, MEPEKPHIBAIOIIEH BCE CYHIECTBEHHbIE (3HAYMMBbIE) KaHAJbI
peanu3aluyd yrpo3 MU HE CcoOJep)Kalled craabdblX MECT Ha CThIKaX OT/ACNbHBIX €€
KOMITOHEHTOB. 3alllMTa JOJDKHA CTPOUTHCSA SIIECJIOHMPOBAHO. BHEMIHASA 3amiuTa JTOJKHA
o0ecnieunBaThbCs (PU3MUECKUMH CPEICTBAMU, OPIaHU3ALIMOHHBIMU U TIPABOBBIMU MEpaMHU.
5.4. HenpepblBHOCTH 3aLIUTHI
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Obecnieyenne 0Oe30mMacHOCTH HMH(POpPMAIMM - MPOLECC, OCYIIECTBIISIEMBIil
PYKOBOACTBOM  YTIpPaBJIE€HMs, aIMUHUCTPATOpoM Oe30macHoCTH HHGOpMALUKU U
COTPYJHUKaMU BCEX YpOBHEH. DTO HE TOJBKO U HE CTOJBKO IPOLEAYypa WIN MOJUTHKA,
KOTOpasi OCYIIECTBIISIETCS B OIIPEICICHHBIN OTPE30K BPEMEHU MIIM COBOKYITHOCTH CPEJICTB
3aIUThI, CKOJIBKO IPOLECC, KOTOPBIM JOJKEH MOCTOSHHO WATH Ha BCEX YPOBHSAX BHYTPU
VYnopaBieHuss U KaxIpld COTPYJHUK JODKEH NPUHHMMATh Y4acTHE B 3TOM IpOIECCE.
JlesITenbHOCTh MO 00ecreyeHN0 MH(OPMALMOHHON 0€30IaCHOCTH SIBIISIETCSI COCTABHOM
YacThIO TOBCEIHEBHOU aAesTenbHOCTH YmpasineHus. M ee »¢d(dekTUBHOCTH 3aBUCUT OT
ydacTusi PyKOBOJCTBa YTpaBiieHHss B oOecnedeHud WHGOPMAIMOHHON O€30MacHOCTU
uH(pOpMaLIUU.

Kpome TOro, GONBIIMHCTBY (PU3UYECKMX M TEXHUYECKHX CPEACTB 3alIUTHI IS
3¢ (HEeKTUBHOTO BBHITIOJHEHUS CBOMX (DYHKIMI HEOOXOAMMA MOCTOSIHHAS OpraHU3allMOHHAS
(amMUHHCTpAaTUBHAS) TOAJEPKKa (CBOEBPEMEHHAss CMEHAa M OOEeCIeYeHUE MPaBUILHOTO
XpaHEHUs M MPUMEHEHUsS HMEH, Iapojeil, MepeorpereiIeHue MOJHOMOYMM U T.IL.).
[lepepriBbl B paboTe CPEACTB 3aLIUTHl MOTYT OBITH UCIIOJIB30BAHBI 3JI0YMBIIIJICHHUKAMU
JUI aHaJlM3a MPUMEHSEMBIX METOJIOB U CPEACTB 3aLUTHI, JUIsl BHEAPEHUS CIIELUATbHbBIX
IIPOrpPaMMHBIX U aNlapaTHBIX "3aKkiIaoK" U APYTUX CPEACTB MPEOOJICHUS 3aIUTHI.

5.5. CBoeBpeMEHHOCTb

[Ipenmonaraer ynopexaaromMidi xapakTep Mep obOecrneueHusi 0e30MacHOCTH
uHpOpMalluU, TO €CTh IOCTAHOBKY 3aJlad IO KOMIUJIEKCHOM 3amuTe HHQOpMAlUU U
peanuzanuio Mep oOecriedeHus: O€30MacHOCTH HWH(OpPMAUUMM Ha PaHHUX CTaausaX
pa3paboTKu MHPOPMAITMOHHBIX CUCTEM B LIEJIOM U UX CUCTEM 3allUThI, B YACTHOCTH.

Pa3zpaboTka cucTeMbl 3aIIUTHI JOJDKHA BECTUCH MapajulebHO € pa3paboTKON u
pa3BUTHEM CaMHX 3alIUIIAeMbIX HH(POPMAIMOHHBIX CHUCTEM. OTO TO3BOJHUT Y4YECTh
TpeOoBaHUsI 0€30MacHOCTH TPU TPOCKTUPOBAHUU APXUTEKTYPHl M, B KOHEYHOM CYETE,
co3nath Oosee 3(pdekTuBHBIC (KaK MO 3aTpaTaM PECypcoB, TaK U MO CTOMKOCTH) CUCTEMBHI,
oOJaarolye 10CTaTOYHbBIM YPOBHEM 3aIIUIIEHHOCTH.

5.6. IIpeeMCTBEHHOCTH M COBEPIIICHCTBOBAHUE

[Ipenmosiaraer TOCTOSIHHOE COBEPILIEHCTBOBAHHME MEpP U CPEACTB  3alUThI
nH(pOpPMalLlMK Ha OCHOBE MMPEEMCTBEHHOCTH OPTraHU3ALMOHHBIX U TEXHUYECKUX PEIICHUH,
KaJpoOBOIO  COCTaBa, aHainu3a (YHKIUOHUPOBAHHUA HWH(POPMALMOHHBIX  CHCTEM
VYnopaBieHuss U CUCTEMbl MX 3aIIMThl C y4E€TOM HM3MEHEHUIl B METOJAaX U CpelCTBax
nepexBara HMH(POpMalMM, HOPMATHUBHBIX TpPeOOBAaHUN MO 3alUTe, JOCTUTHYTOTO
OTEUECTBEHHOI'0 U 3apyOEKHOI0 ONBITA B 3TOM 00JIaCTH.

5.7. Pa3yMHas 1OCTaTOYHOCTh (3KOHOMHUYECKAS 11eJ1eCO00Pa3HOCTB)

[Ipenmonaraer cOOTBETCTBHME YpOBHS 3aTparT Ha oOecredeHne Oe30MacHOCTH
nH(POpPMaIIMK IEHHOCTH WH(OPMAIMOHHBIX PECYPCOB M BEIMYMHE BO3MOXKHOTO yIepOa
OT UX pa3TJalleHus1, YTPaThl, yTEUKHA, YHUITOKCHHS U UCKaXeHUs. VIcromp3yemMbie MephI
U cpeacTtBa oOecredeHus O€30MacHOCTH HWH(POPMAIMOHHBIX PECypCcoOB HE JIOJDKHBI
3aMETHO  yXyauaTb  JPrOHOMHYECKHE  ToKa3aTelqu  padoThl  KOMIIOHEHTOB
MH(POPMALMOHHBIX cucTeM. M3numiHue mepbl 0€30macHOCTH, MOMUMO 3KOHOMHYECKOH
Hed(p(HEKTUBHOCTH, MIPUBOJIAT K YTOMIICHUIO U Pa3ApaXxeHHIO IepcoHaa.

Co3nath aOCOJIOTHO  HEMPEOJAONMMYIO CHCTEMY 3allUThl  MPUHIMIIHAIBHO
HeBO3MOXHO. [loka mHpopMalus HaxoaUTCs B OOpalleHUH, TPUHUMAEMble MEpPbl MOTYT
TOJIbKO CHM3UTh BEPOATHOCTh HETaTMBHBIX BO3ACUCTBMI WM yHiepO OT HHUX, HO HeE



7

MCKITFOUNTH UX MOJHOCTHIO. [Ipu 10CTaTOYHOM KOJTMYECTBE BPEMEHHU U CPEJICTB BO3MOYKHO
npeojosieTb JoOyio 3amury. [lo3ToMy uMeeT CMBICH paccMaTpuBaTh HEKOTOPBIN
npuemiieMblii  ypoBeHb obecrieueHus Oe3omacHocTU. BricokosddexTuBHass cucrema
3aIIUTHI CTOUT JOPOTO, UCIOJIb3YET MpU padOTe CYIIECTBEHHYIO YacTh PECYPCOB U MOKET
CO3/1aBaTh OIIYTHUMBIE JOIMOJIHUTENbHbIE HEYI00CTBA MOJIb30BaTENSIM. BajkHO MpaBUIIBLHO
BbIOpaTh TOT JOCTATOYHBIA YpOBEHb 3allUTHI, NMPU KOTOPOM 3aTpaThl, PUCK U pazMep
BO3MOJKHOTO yiiep0a OblTH ObI MPHUEMIIEMBIMHU.

5.8. IlepconanbHast OTBETCTBEHHOCTD

[Ipenmonaraer BO3JIOKEHHWE OTBETCTBEHHOCTH 3a oO0ecredeHrne Oe30MacHOCTH
uHDOpPMAIIMU W CHCTEMBl HUX OOpadOTKM Ha KaXJAOT0 COTPYAHHWKA B TMpEAeIax ero
MMOJTHOMOYHH. B COOTBETCTBHUM € 3THM MPUHITUIIOM pacipenesieHrue MpaB U 00s3aHHOCTEN
COTPYJHUKOB CTPOMUTCA TakuM 00pa3oM, uTOObI B CiIy4ae JIOOOr0 HapylIeHUs KPYT
BHUHOBHHMKOB OBIJT Y€TKO M3BECTEH WJIM CBEICH K MUHUMYMY.

5.9. MuHuMmu3anusg MOJIHOMOYUI

O3HauaeT NpPeNOCTaBICHUE TIOJb30BATENIM MHUHHMAJIbHBIX TpaB JOCTyNa B
COOTBETCTBUM CO CIYyKeOHOM HeoOxomuMocThio. Jloctyn k wuHGOpMAIMKM JIOJDKEH
MIPEIOCTABIATHCS TOJIBKO B TOM CIy4yae U 00beMe, €ClIi 3TO HEOOXOIUMO COTPYAHUKY JIJIst
BBITIOJIHEHUSI €T0 JIOJKHOCTHBIX 00SI3aHHOCTEH.

5.10. Hckmrouenue koH(IUKTa HHTEPECOB (pa3zaeiieHne PyHKIIHil)

OddextuBHas  cucrema  obecrieueHuss ~ UHPOPMAIMOHHOM  OE30MACHOCTH
MpeoiaraeT 4YeTKoe pas/iesieHne 00s13aHHOCTEH COTPYAHUKOB U MCKIIIOUEHUE CUTYaIIUH,
Korjga cepa OTBETCTBEHHOCTH COTPYAHMKOB JHomyckaeT KOH(muUKT uHTEepecoB. Cdepbl
MOTCHITUATBHBIX KOH(IMKTOB JODKHBI BBISBISATHCS, MUHAMU3UPOBATHCSI, W HAXOIUTCS
MOJI CTPOTHM HE3aBHCHMBIM KOHTpOJIEM. Peanm3ariis 1aHHOTO MPUHITUIIA TIPEATOaraer,
YTO HE OJUH COTPYAHHUK HE TOJDKEH UMETh MOJTHOMOYHNH, TTO3BOJISIONINX €My €THHOJIMIHO
OCYIIECTBJIATh  BBIMOJHEHUE KPUTHYHBIX  omepanuid. HajeneHne  COTpYIHHKOB
MOJITHOMOYMSIMHU, TIOPOKJAIOIMIMMUA  KOH(PJIMKT HMHTEPECOB, JaeT €My BO3MOXKHOCTH
MO/ITACOBBIBATh MH(OPMAIUIO B KOPBICTHBIX IENISIX UM C TEM, YTOOBI CKPBITH TIPOOIEMBI
WM TIOHECEHHbIE YOBITKU. JJI1 CHIDKEHUS PUCKAa MaHUITYJIUpOBaHUS WHOOpMaIen u
pHUCKa XHIIEHUS, TaKWe TIOTHOMOYMS JODKHBI B MAKCUMAabHO BO3MOKHOUW CTETIEHH OBITH
paszieseHbl MEXAY pPAa3IUYHbBIMUA COTPYIHHUKAMHU WA TOJAPa3/eICHUSIMUA Y IIpaBICHUSI.
Heobxoaumo mpoBOAWTH TMEPUOIUYECKUE TPOBEPKH OOsS3aHHOCTEH, QYHKIUNA U
NESTETPHOCTU COTPYIHUKOB, BBITIOTHSIONUX KITIOYEBbIE (DYHKIIUU, C TEM, YTOObI OHU HE
MMEIIA BO3MOKHOCTH CKpPBIBaTh COBEPUIEHME HEMPABOMEPHBIX neicTBui. Kpome Toro,
HEOOXOAMMO TIPUHUMATHh CIEIUAIbHBIE MEPHl 10 HEIOMYIIEHHUIO CTOBOpa MEXIY
COTPYTHHKAMHU.

5.11. BzaumopeiicTBHE U COTPYAHUYECTBO

[Tpenmonaraer co3ganue OaronpusiTHONW aTMocdepsl B KOJUIEKTHBE YTipaBieHus. B
TaKol 00CTaHOBKE COTPYAHHMKH JOJHKHBI OCO3HAHHO COOMIOATh YCTAaHOBJICHHBIC TIPaBHIIa
Y OKa3bIBaTh COJCHCTBUE JAEATEIHHOCTH aIMUHUCTPATOPa OE30MaCHOCTH HH(POPMAIIUH.

BaxabpiM  snemeHTOM  3(PGEKTHBHOM CUCTEMBI oOecrieueHus: 0e30MacHOCTH
uHopmaruu B YTIpaBICHUM SIBISETCS BBICOKAs KyJlbTypa palboThl ¢ HHGOpPMAIHECH.
PykoBoacTBO YTpaBiieHHs HECET OTBETCTBEHHOCTH 3a CTPOTO€ COONIOACHUE ITHUYECKHX
HOPM ¥ CTaHJapTOB TNpPOo(EeCCUOHATHHOM  JACSATEIBHOCTH, MOAYECPKHUBAIONIEH U
JEMOHCTPUPYIOIICH  MepcoHaly Ha  BCEX  YPOBHSIX  BAXKHOCTh  oOecreueHus
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nH(pOPMaLMOHHON Oe30macHOCTH YmpasieHus. Bece coTpyaHuku YnpaBieHUs JOKHbBI
NOHUMAaTh CBOIO POJb B Ipoliecce obecredyeHus: MHPOPMALMOHHON O€30MacHOCTH U
OPUHUMATh Yy4YacTHe B 3TOM mpouecce. HecMoTps Ha TO, 4TO BBICOKas KyJbTypa
oOecrieueHuss HMHPOPMALMOHHON OE30MaCHOCTH HE TapaHTUPYET aBTOMATHYECKOTO
JOCTHKEHUS I1IeJiel, ee OTCYTCTBHUE CO3AaeT OOJIbllieé BO3MOXKHOCTEH ISl HapyllEeHUs
0€30MacHOCTH UK He OOHApYKeHUs (PaKTOB ee HapyIICHHUS.

5.12. T'HOKOCTH CUCTEMBI 3AIUATHI

Cucrema obecrnieueHrsi HHGOPMAIIMOHHON 0€30MacHOCTH JIOJDKHA OBITH CITIOCOOHA
pearupoBaTh Ha U3MEHEHUs BHEIIHEH CPENbl M YCIOBHU OCYILECTBIECHHUS Y IPaBICHUEM
CBOEH AesATEeIbHOCTH. B UnCciIo Takux N3MEHEHUN BXOIT:

- VM3MEHEHHMS OPTraHW3allMOHHOM U IITaTHOM CTPYKTYPhI Y IIpaBJICHUS;

— U3MEHEHHE  CYIIECTBYIOIIMX WM  BHEAPEHUE  MNPUHLMIUAIBHO  HOBBIX
MH(OPMAIIMOHHBIX CUCTEM;

— HOBBIE TEXHUYECKUE CPENICTBA.

CBOICTBO THMOKOCTHM CHCTEMBI oOOecrieueHus: WHOOPMAIMOHHOW 0e30MacHOCTH
M30aBIISIET B TAKUX CHUTYyalUsSIX OT HEOOXOJUMOCTH NPHHATHS KapAUHAIBHBIX MEpP I10
MOJIHOM 3aMEHE CpEACTB M METOJOB 3allUThl HAa HOBBIE, YTO CHIKAET €€ OOIIyI0
CTOMMOCTb.

5.13. OTKpBITOCTH AITOPUTMOB U MEXaHU3MOB 3aIIUTHI

CyTp npuHLUIIA OTKPBITOCTH aJTOPUTMOB U MEXAHHU3MOB 3aIUTHI COCTOUT B TOM,
YTO 3allluTa HE JOJDKHA OOECHeuMBaThCA TOJNBKO 3a CUET CEKPETHOCTH CTPYKTYpPHOM
OpraHM3alli U aJrOPUTMOB (PYHKIIMOHUPOBAHUS €€ MOJICUCTEM. 3HAHUE AITOPUTMOB
paboOThl CHCTEMBI 3alIUTHl HE JIOJDKHO JaBaTb BO3MOXKHOCTH €€ IPEeOoAOoJICHUs (Jaxe
aBTOpaMm). JTO, OJIHAKO, HE O3HAYaeT, yTo MH(popMauus 00 HCIONb3yEeMbIX CUCTEMAX U
MeXaHM3Max 3alUThl JOKHA ObITh OOIIEIOCTYITHA.

5.14. TIpocroTa mpUMEHEHHS CPEACTB 3aIUThI

MexaHu3Mbl 1 METOABI 3aIIUTHl JOJKHBI ObITh MHTYUTUBHO MOHSTHBI U MPOCTHI B
UCIIONIb30BaHUU. [IpuMeHeHue cpecTB U METOJIOB 3AIUTHI HE JIOJKHO OBITH CBSI3aHO CO
3HAHWEM CHEIUaNbHBIX S3bIKOB MJIM C BBIIOJIHEHHEM JIEUCTBHUM, TpeOYIOMMX
3HAYUTEIbHBIX JOTIOJTHUTENbHBIX Tpyao3arpar npu OOBIYHOM pabore
3apEruCTPUPOBAHHBIX MMOJIB30BATENEH, & TaKXKe HE JOJDKHO TpeOOBaTh OT MOJIb30BATENs
BBINIOJIHEHHSI PYTUHHBIX MAJIOMIOHSATHBIX €EMY OIEepalui.

5.15. O60CHOBaHHOCTH U TEXHUYECKAS PEATM3yEeMOCTh

HNHupopMalinoHHbIE TEXHOJIOTHH, TEXHUYECKHE U IPOrpaMMHBIE CPECTBA, CPEACTBA
U Mephl 3aluThl MHPOPMALMU JTOJDKHBI OBITh pEaM30BaHbl HA COBPEMEHHOM YpPOBHE
pa3BUTHUS HAYKU U TEXHUKHU, 0OOCHOBAHBI C TOYKU 3pEHUS JOCTUKEHHS 33JaHHOTO YPOBHS
Oe3omacHOCTH MH(pOpPMAIMM U SKOHOMHYECKOHN 1e71eco00pa3HOCTH, a TAaKXKE JIOJKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM M TpeOoBaHUSM TI0 0€30MacHOCTH
uH(popmanuu.

5.16. Crneumanuzanus v npodecCuoHaIN3M

[Ipeanonaraer mpuBiedYeHHE K pa3pabOTKe CPEACTB M peaiu3aliyd MEp 3alUThI
uHopManMu  CIEUMATU3UPOBAHHBIX OpraHM3aluii, HaumOojee MOATOTOBICHHBIX K
KOHKPETHOMY BHUJY JEATENbHOCTH MO OOecrnedyeHnio 0e30MacHOCTH HH(POPMALMOHHBIX
pPECYpPCOB, MUMEIOIIUX OMNBIT MPAKTUYECKOM pabOThl U TOCYIAPCTBEHHYIO JMIIEH3UIO HA
MpaBoO OKa3aHUs yCIyr B JToM oOnactu. Peanuzanusi agMUHUCTPATUBHBIX MEp H
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SKCIUTyaTallus  CPEACTB  3allUThl  JOJDKHA  OCYHIECTBIATHCA  MPO(EecCHOHAIBHO
MOJITOTOBJIEHHBIMU CHEIUATUCTAMH Y TIPABIICHHUS.
5.17. O06s3aTeNbHOCTH KOHTPOJIS

[Ipeanonaraer 0053aTebHOCTh U CBOEBPEMEHHOCTb BBISABJICHHUS M IPECEUCHUS
MOMBITOK HAPYIIEHUS YCTAaHOBJICHHBIX MPaBUJI, o0ecredeHus: 6e30nacHoCTH MHGOpMAIIHH,
HA OCHOBE WCHOJB3YEMbIX CHCTEM M CPEACTB 3alluThl MHGOpMAIUH, MpU
COBEPILIEHCTBOBAHUM KPUTEPUEB M METOAOB OIEHKU IP(HEKTUBHOCTH STUX CHUCTEM U
CPEICTB.

KoHTposb 3a AeaTeTbHOCThIO TI000T0 MOIh30BATEN, KaXKI0TO CPEACTBA 3alUThHl U
B OTHOLICHHUH JIFOOOTO 00BEKTA 3alIUTHI JOKEH OCYIIECTBIATHCS Ha OCHOBE MPUMEHEHHUS
CPEICTB OINEPATUBHOTO KOHTPOJSI M PETUCTpallMM W JIOJDKEH OXBaThlBaTh Kak
HECaHKIIMOHUPOBAHHbIE, TAK U CAHKIIMOHUPOBAHHBIC JCHCTBHS MOJIb30BATENICH.

Kpowme Toro, a3pdextuBHas cuctema odecredeHus nHHOPMaMOHHONW O€30MacHOCTH
TpeOyeT Haiauuus aJeKBaTHOW M BCEOOBEMITIOLIEH MH(OpPMAIMK O TEKYLIEM COCTOSHUU
IIPOLIECCOB, CBSI3aHHBIX C JABW)KEHHEM HH(GOpPMAalUM U CBEIEHUH O COOJIOJECHUU
YCTAHOBJICHHBIX HOPMATHUBHBIX TPEOOBaHWM, a TakKe IOMOJIHUTEIbHOW HH(pOpMAIUU,
UMEIOLIEH OTHOILEHUE K MPUHATHIO pemieHud. MHpopMmarus nomkHa ObITh HAJIEKHOH,
CBOEBPEMEHHOM, JOCTYITHON U MPaBUIBHO OPOPMIIEHHOM.

HenocraTku cuctemsl obecriedeHusi HHPOPMaIIMOHHOM 0€3011aCHOCTH, BbISIBJICHHBIE
COTpYOHUKaMU  YTpaBlI€HUs, JOJDKHbl HEMEIJEHHO JOBOAMUTHCS JO  CBEIACHHUS
PYKOBOAMTENST YTPaBICHUS M ONEPATUBHO YCTPaHATHCA. BOMPOCH, KOTOpPHIE KaXKyTCs
HE3HAYUTENbHBIMH, KOT/Ia OTACNIbHBIC MPOLECCHl PACCMATPUBAIOTCS M30JMPOBAHHO, MPH
pPacCMOTPEHMH WX Hapsiiy ¢ APYTMMH AacleKTaMH MOTYT yKa3aTb Ha OTpPHUIIATEIbHBIC
TEHACHIIMM, TPO3AIINE TepepacTd B KPYIHbIE HEJOCTATKH, €CIM OHU HE OyAyT
CBOECBPEMEHHO YCTPaHECHBI.

6. Meps! oOecnieueHust HHPOPMAITMOHHOM 0€30MaCHOCTH

Bce mepnl obecriedeHus: 0€30MacHOCTH MH(POPMAIMOHHBIX CHCTEM YIIpaBICHUS
MOJIpa3esistoTCs Ha:

6.1. 3axkoHonaTenbHBIC (IPABOBBIC) MEPHI 3AIIUTHI

K mpaBoBbIM MepaMm 3alliUThl OTHOCATCS ACHCTBYIOLIUE B CTPAaHE 3aKOHBI, YKa3bl U
HOPMAaTUBHBIE AaKThl, PETIAMEHTUpPYIOLIUME TMpaBwia oOpalleHus ¢ HHPopMaIue,
3aKpEeIUISIoONIe IpaBa M O0S3aHHOCTHM YYaCTHUKOB HH(OPMALMOHHBIX OTHOILIEHUH B
nporecce ux oOpabOTKU M MCIIONB30BaHMS, a TAKXKE YCTAHABIMBAIOIINE OTBETCTBEHHOCTh
3a HapylIeHus 3TUX npaBui. [IpaBoBbIe MepHI 3aIUTHI HOCSIT B OCHOBHOM YTPEXKIAIOIINH,
NPOPUIAKTUYECKUI XapaKTep M TPeOYyIOT MNOCTOSHHOM pa3bsICHUTENBHONW pabOThl €
MOJIb30BATESIMU M OOCITY)KMBAIOIIMM  TEPCOHATIOM  MH(GOPMAIMOHHBIX  CHCTEM
YnpasneHus.

6.2. MopaiabHO-3TUYECKHE MEPHI 3AIUTHI

K MopampHO-3THYECKHMM MepaM OTHOCSTCS HOPMBI TOBEICHHS, KOTOpHIC
TPaJMLMOHHO  CIOXWJINCh WJIM  CKJIQAbIBAIOTCA 1O  MEpe  pacHpOCTpaHEHUs
MH(GOPMALIMOHHBIX TEXHOJIOTHM B 001IECTBE. DTH HOPMBI OOJIBIIEH YaCThIO HE SIBISIFOTCS
00s13aTeIbHBIMU, KaK 3aKOHOJATEIbHO YTBEPXKJACHHbIE HOPMATUBHBIE aKThl, OAHAKO, UX
HECOOJI0ICHUE MOJKET MPUBECTH K MAJEHUIO0 aBTOPUTETA, MPECTUKA YeJIOBEKa, TPYIIIbI
JUI WK YTpaBieHus B 1eioM. MopajabHO-3THUECKHE HOPMBbI ObIBAIOT KaK HEMHCAHBIE,
TaKk W MHCaHble, TO €CTh O(OpPMJICHHBbIE B HEKOTOPbIM CBOJ (yCTaB) NHpaBHJI WU
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npennucanuii. MopanbHO-3THUECKHE MEpbl 3aIlUThl SBISIOTCA MPOPUIAKTHUECKUMU U
TpeOYIOT MOCTOSIHHOM pabOThl MO CO3/IaHUIO 3JI0POBOIO MOPAJIBHOTO KJiMMaTa B
KOJJIEKTHBE.

6.3. TexHonoruueckue Mephbl 3alIUTHI

K nanHoMy Buy Mep 3alllUThl OTHOCATCS pa3HOTO poja TEXHOJOTUYECKUE PEIICHUS
U TpUEMbl, OCHOBaHHbIE Ha WCIOJb30BAHUM HEKOTOPHIX BHUIOB HM30BITOYHOCTH
(CTpyKTypHOH, (YHKIIMOHAIBbHOM, HWH(POPMAIIMOHHOW, BpPEMEHHOW W T.OI.) H
HAIPABIICHHBIE HAa YMEHBIIIEHHWE BO3MOXXHOCTH COBEPIICHHUS COTPYAHHUKAMHU OIMIMOOK H
HaApYIICHU B paMKaX MPEJIOCTaBICHHBIX UM MIPAB U MOJHOMOYHIA.

6.4. OpraHuzarmoHHbIe (AIMUHUCTPATUBHBIC) MEPHI 3AIUTHI

OpraHu3aiMoHHble  (aAMUHUCTPATUBHBIE) MEphl  3alIUTBl - 3TO  MEpHI
OpPraHM3AIlMOHHOTO XapaKTepa, perJjaMeHTHPYIOMINEe MPOUEcCh (HYHKIIMOHUPOBAHHUS
cucteMbl 00paOOTKM WHGOpPMAlLMK, HCIOJIB30BAaHUE €€ PECYpCOB, JEATEIBHOCTH
0OCITy’KMBAIOLIETO MEPCOHANa, a TaKKe MOPSJOK B3aUMOJEHCTBUS I0JIb30BATEIEH C
CUCTEMOM TakuM 00pa3oM, 4TOObl B HAMOOJBIICH CTENEHU 3aTPYAHUTH WM HCKIIOYUTH
BO3MO>KHOCTh pealin3allii yrpo3 0€30MacHOCTH WM CHU3UThH pa3Mep NOTEph B CIydae Ux
pealin3aluy.

6.5. dopmupoBaHuE NOTUTUKH O0E30MIaCHOCTH

['maBHas 1enb aJAMUHUCTPATUBHBIX MeEp, NPEANPUHUMAEMBIX Ha BBICIIEM
yIpPaBICHYECKOM ypOBHE - CQOpPMUPOBATH IMOJUTUKY B 00JacTH obecrneueHus
O0e3omnacHocT UWH(OpMau (OTpaXarollyl0 TMOAXOAbl K 3alluTe HWHPOpMaIuu) U
00ecCreunTh €€ BBITIOJHEHUE, BBIJICISS HEOOXOAMMBIE PECYPCHl U KOHTPOIHUPYSI COCTOSTHHUE
Jen.

C npakTU4ecKOil TOYKHU 3pEHHs MOJMUTHUKY B 00nacTh obecreueHus 0e30MacHOCTU
uHboOpMaliu B YTpaBICHUU IIeIecO00pa3HO pa3duTh Ha naBa ypoBHA. K BepxHemy
YPOBHIO OTHOCSATCS PEIICHHUS PYKOBOJICTBA, 3aTParnBaroIIne AesITeIbHOCTh Y TIPAaBICHUS B
neiaoMm. [lonmuThka BepXHEro YpOBHS [IOJDKHA YETKO OYEpPTUTh c(epy BIUSHUS U
OTpaHUYEHUS MPHU ONPECIICHNH 1ieNiel 0e30MacHOCTH UH(OPMAIINH, ONPEAETUTh KaKUMHU
pecypcamMu  (MaTE€pHAIbHBIMU, CTPYKTYPHBIMH, OpPTraHU3AI[MOHHBIMU) OHH OYyIyT
JOCTUTHYTBI, W HAaWTU Ppa3yMHBIH KOMIIPOMHUCC MEXKAY TMpPUEMIIEMbIM ypOBHEM
0e30MacHOCTH U (PYHKIIMOHAIBHOCTBIO.

[TonuTka HIKHETO YPOBHS, OMpENENseT MNPOIEAyphl, W TpaBWIa JOCTHKECHUS
1esel u penieHus 3aaa4d 0e30MmacHOCTH MH(POPMAIUU U AETAM3UPYET (PErIaMeHTUPYET)
9TH TIpaBUIIa:

— KaKOBBl POJHM U OOS3aHHOCTH JOJDKHOCTHBIX JUI], OTBEYAIOIINE 3a TMPOBEICHUE
MOJIUTUKHU O€30MaCHOCTU UH(OpMaLny;

— KTO MMEET MpaBa IOCTyNa K WHQOpPMAIMH, KTO U TMPU KAKUX YCIOBUAX MOXKET
YUTaTh U MOIU(UIIMPOBATH MH(DOPMAITUH U T.1I.

[TonmuTrka HUKHETO YPOBHS JOJIKHA!

— MpeayCMaTpuBaTh PpErjJaMeHT HWH(POPMAIMOHHBIX OTHOIICHUH, HWCKIIFOYAIOIINX
BO3MOXXHOCTh TPOM3BOJIEHBIX, MOHOTIOJBHBIX WM HECAHKIIMOHHPOBAHHBIX JEHCTBUI B
OTHOIICHNY WH(GOPMAITMOHHBIX PECYPCOB;

— OTIPEICTIATh KOAIWIIMOHHBIE W UEpapXUUECKUe MPHUHIMIBI U METOABI pa3ieiieHus
CEKpETOB M pa3rpaHUYEHUs JOCTyna K nH(popMaIuu;
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— BBIOMPATHh MPOTPAMMHO-TEXHUYECKHUE (ammapaTHble) CpPeICTBa MPOTHUBOACHCTBUS
HCJ, ayrentudukanuu, aBTOpU3alMU, WACHTUPUKALIUM W APYIHMX 3alIUTHBIX
MEXaHU3MOB, OOECIEUYMBAIOIIMX TapaHTUU peaju3allid TpaB U OTBETCTBEHHOCTHU
CyOBEKTOB HH(POPMAIIMOHHBIX OTHOLICHUH.

6.6. Periamenrtanus 10CTyma B IOMEIIECHUS

KomnoHneHTsl MHGOPMAIMOHHBIX CUCTEM JOJDKHBI PAa3MEIIAThCsl B MOMEIICHUSIX,
HaxXOJAIIUXCS TOJ] OXPaHOW WIM HAOMIOJACHUEM, HCKIIOYAONUM BO3MOXHOCTH
OCCKOHTPOIHHOTO MMPOHUKHOBEHHUS B MIOMEIIEHUS TTOCTOPOHHUX JIUIl M 00ECTICUNBAIOIITIM
(U3UYECKYI0 COXPAaHHOCTh HAXONAIIMXCS B TIOMEIICHWHM 3allUIAaeMbIX PECYpPCOB
(moxkymentoB, APM u T1.n.). YOOpKka Takux MNOMENICHUN [OJKHA MPOU3BOJIUTHCS B
MPUCYTCTBUM  OTBETCTBEHHOTO COTPYJHUKA, 3a KOTOPHIM 3aKpEIUICHbl JIaHHbIC
KOMITOHEHTBI, C COOJIOJIECHUEM MEp, HUCKIIOYAIOMIMX JOCTYN IOCTOPOHHUX JHUI[ K
3alUIaeMbIM HTHOPMAIIMOHHBIM pecypcam.

Bce mnocTtopoHHHME IHIla JOMYCKAlOTCS B TOMEUIEHUS C KOMIIOHEHTaMU
MH()OPMAITMOHHON CUCTEMBI TOJBKO B MIPUCYTCTBUH COTPY/THUKOB Y TIPABIICHHUS.

[To oxoHyaHuu pabovero JHs, MOMEIIEHHUS, B KOTOPBIX PAa3MEIIA0TCsI KOMITOHEHTHI
MH()OPMAIIMOHHBIX CUCTEM Y TIPABJICHHUS], JOJHKHBI 3aMIMPATHCS HA KITI0Y, IO BO3MOXKHOCTH
OTe4aThIBaTHCS.

B ciyyae ocHaiieHHsl TOMEILEHUM CpEeICTBAMHU OXPAHHOW CHUTHAM3AIuU, a TaKkKe
ABTOMATU3UPOBAHHOM CHUCTEMOW MpUEMa U PETUCTPAllUd CUTHAJIOB OT 3THX CPEJCTB,
MpUeM-c/laya TaKuX MOMEIIEHUHN MO0J] OXpaHy OCYIIECTBISETCS HA OCHOBAHUM CIEIIUATIBLHO
pa3pabaThiBa€MO HHCTPYKLIUU.

6.7. PermameHTamms OMyCKa COTPYAHHUKOB K WCIOJB30BAaHUIO WH()OPMAITMOHHBIX
pecypcoB

B pamkax pazpemurenbHON cUCTeMbl (MAaTpPHUIIbI) JOCTYIA YCTAHABIMBACTCS: KTO,
KOMY, KaKyi0 MH(QOpMAlMIO U JJIs KaKOTO BHJA JIOCTYMa MOXET MPEIOCTaBUTh U MPHU
KaKHUX YCJIOBUSIX.

Jlomyck mosib3oBaTeneit k padbore ¢ HGOPMAIIMOHHBIMUA CUCTEMAMHU M JOCTYI K MX
pecypcaM JOJDKEH OBITh CTPOTO perjameHTHpoBaH. JloOble HW3MEHEHHsI cOcTaBa u
MOJTHOMOYHM TOJB30BATENE MOJCUCTEM JIOJKHBI TMPOU3BOJUTHCS YCTAHOBJIEHHBIM
MOPSAKOM.

YpoBeHb MOTHOMOUMM Ka)XJOT0 TOJIb30BaTEs OMPEACISIETCS WHIUBHUAYAJIbHO,
cobJiroas ciaeayromme TpeOoOBaHus:

— KXl COTPYAHUK TMOJBb3YEeTCS TOJIBKO TMPEANUCAHHBIMU €My TIpaBaMH IO
OTHOIIEHUIO K WMH(MOpMAIUU, ¢ KOTOPHIMU €My HeoOxoauma padoTa B COOTBETCTBUU C
JOJKHOCTHBIMU OOsI3aHHOCTSAMHU. Paciupenue npas A0CTyna U NpeoCTaBICHUE JOCTYyIa
K JIOMOJIHUTETHHBIM HH(GOPMAIIMOHHBIX pecypcaM, B OOS3aTEIBHOM MOPSAKE, JAOIKHO
COTJIaCOBBIBATHCS C AIMUHUCTPATOPOM O€30MaCHOCTH HH(POPMAIINH;

— PYKOBOIUTENb YTpaBIEeHUS HMMEET IpaBa Ha MPOCMOTp HHGPOPMAIMH CBOUX
MOAYMHEHHBIX TOJBKO B YCTAaHOBJIEHHBIX IMpefeiaXx B COOTBETCTBUU CO CBOMMHU
JIOJDKHOCTHBIMU O0SI3aHHOCTSIMH.

Bce cotpynnuku VYmpaBiieHHSs W OOCITYXWBAIOIIMKA TEPCOHAN, JOJDKHBI HECTH
MEePCOHATIBLHYI0O OTBETCTBEHHOCTh 3a HAPYIIEHUS YCTAHOBJICHHOTO MOpsAKa 00paboTKu
nHpopMaluu, MpaBWJI XpPaHEHHs, HUCIIONB30BaHUS M TEpeaaud HaXOIAIIUXCS B HUX
pacIoOpsKEHUN 3aIlMIIAEMBIX PeCYpcoB cucTeMbl. Kaxabiii coTpyaHuK (IIpu MpueMe Ha
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paboTy) MODKEH TMOJIMUCHIBATH 005S3aTETBLCTBO O COOJIONEHWHM W OTBETCTBEHHOCTH 34
HapylUIEHUE YCTAaHOBIEHHBIX TPEOOBAHUI 110 COXpaHEHUIO0 HHPOpMaLUU Y IIpaBICHUSI.

Oo6padoTka I1/IH B koMIoHeHTaX MH(GOPMAIIMOHHBIX CHUCTEM YTpaBICHUS JOJIKHA
IPOU3BOJIUTHCS B COOTBETCTBUH C YTBEP KICHHBIMU TEXHOJIOTUYECKUMH UHCTPYKIASIMH.
6.8. PermameHrtanus TpOLECCOB OOCITYXHUBaHUSI M OCYIIECTBICHUS MOJIUDUKAIIUU
anmnapaTHbIX ¥ POTPAMMHBIX PECYPCOB

B uensx mnoamepkaHusi pexuma HHGOPMAIMOHHON O€30MaCHOCTH ammapaTHO-
mporpaMMHasi KOHQUTyparusi aBTOMAaTH3MPOBAHHBIX pabOYWX MECT COTPYIAHUKOB
VYmpaBieHusi, ¢ KOTOPhIX BO3MOXKEH JOCTYIl K pecypcaM HH(POPMAIMOHHON CHUCTEMBI,
JIOJDKHA ~ COOTBETCTBOBATH  KPYTY  BO3JIOKEHHBIX HAa  JIaHHBIX  MOJIb30OBaTeNen
(GYHKIIMOHATBHBIX 0053aHHOCTEH.

B xommonenTax nHGOpPMAIMOHHOW CUCTEMBI M Ha pab0YMX MECTaX IMOJIb30BATEIICH
JIOJKHBI YCTaHABIIUBATHCS M UCIIOJIB30BATHCS JIUIIEH3MOHHBIE IPOrpaMMHBIE CPECTBA.
6.9. ObecnieueHne W  KOHTPOJb  (PUBMYECKOW  IIEJIOCTHOCTH  (HEM3MEHHOCTH
KOH(UTypalyu) anmapaTHbIX PECYpCOB

O6opynoBanue WH)OPMAIMOHHBIX CHUCTEM, MCIOJIB3yeMOE HJisi JOCTyna H
XpaHeHus: UHPopMaIu, K KOTOPOMY JOCTYI OOCITY>KMBAIOIIETO MepcoHaia B Ipolecce
AKCIUTyaTali He TpeOyeTcs, Mocie HalaJ0YHbIX, PEMOHTHBIX U UHBIX pa0OT, CBI3aHHBIX
C JIOCTYTIOM K €r0 KOMITIOHEHTaM JI0JDKHO 3aKPbIBATHCS.

6.10. IloxGop m moAroTOBKa MEpcoHana, 00yueHue MoJIb30BaTENeH

[Tomp3oBaTeny WHPOPMAITMOHHBIX CHCTEM YTIPABIICHUS, a TAKKE PYKOBOMSIIANA U
00CITy’)KUBAIOIIUIA TIEPCOHAN JIOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM
ITIOJTHOMOYHM, a TAKKE OPraHU3alMOHHO-PACIIOPAAUTEIBHON, HOPMAaTUBHOM, TEXHUYECKOU
W DKCIUTyaTallUOHHOW JTOKYMEHTallueH, ompeaensmoneid TpeOOBaHUS U MOPSIOK
00pabOTKN MHPOPMALIMK B Y TIPABIICHUU.

Obecneuenre 6e30macHOCTH MH(GOPMAIIMK BO3MOKHO TOJIBKO TOCII€ BBIPAOOTKH y
MOJIb30BATENICH OMpEeNeICHHOM KyJNbTYphl pabOThI, T.€. HOPM, OOS3aTENbHBIX s
WCIIOJIHEHHSI BCEMHU, KTO paboTaeT ¢ MHPOPMAIMOHHBIMH pecypcamu YmpaieHus. K
TaKMM HOpPMaM MOXHO OTHECTH 3ampelieHre JIFOObIX YMBIIIJICHHBIX WA HEYMBITUICHHBIX
JIEUCTBUN, KOTOPBIE HAPYIIAIOT HOPMAJIBbHYIO paOOTy KOMIIOHEHTOB WH(MOPMAIIMOHHBIX
CUCTEM, BBI3BIBAIOT JIOMIOJIHUTENBHBIE 3aTpaThl PECYpPCOB, HAPYIIAIOT IE€JIOCTHOCTH
XpaHuMo ©  oOpabaTeiBaeMoil HWHGOpMAIMK, HAPYIIAIOT HMHTEPECHl 3aKOHHBIX
MOJI30BATENCH, BIIaIEIbIIEB NI COOCTBEHHUKOB.

Bce mnonwp3oBaTenu HMHGOPMAIMOHHBIX CHUCTEM JOJDKHBI OBITH O3HAKOMJIEHBI C
OpPraHU3alMOHHO - PACTIOPAIUTEIIBHBIMU JIOKYMEHTaMU MO0 00eCTeueHUI0 0e30MacHOCTH
unpopmanuu (IT[IH) VYnpapimeHus, B 4YacTH, HUX KacarolleWcs, IO/DKHBI 3HaTh U
HEYKOCHUTEIHHO BBHITIOJNHATh WHCTPYKIIMHM U 3HATH OOITUE 00S3aHHOCTH 1O 00ECIIEYCHUIO
6e3omnacHoctu uHpopManuu. JloBejaeHrue TpeOOBaHUM yKa3aHHBIX JIOKYMEHTOB O JIMII,
JOMYIIIEHHBIX K 00pa0oTKe 3amnuiiaeMoid WH(pOpMalMK, JOHKHO OCYIIECTBISTHCS IO
POCHHCB.

6.11. OTBEeTCTBEHHOCTh 3a HAPYLIEHUS YCTAHOBJIEHHOTO TIOPSAKA IOJIb30BAHMS
pecypcaMu HH(POPMAITMOHHONW CHCTEMBI

Mepa OTBETCTBEHHOCTH MepcOoHana 3a JCHCTBUSA, COBEPIICHHBIE B HapyIICHUE
YCTaHOBJICHHBIX TpPaBUJ oOecredeHusi Oe3omacHoil paboThl ¢ WHGOpPMAIMel, TOJKHA
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OTIPEIEIATHCS HAaHECEHHBIM YIIEpOOM, HaJIMUYMEM 3JI0TO yMbICIA U APYTUMHU (pakTOopamu
0 YCMOTPEHUIO PYKOBOJICTBA Y TIpaBJIeHUS.

Jlns peanuzany TpUHIMIA TEPCOHAIBLHON OTBETCTBEHHOCTH IOJIb30BAaTENeH 3a
CBOM JICUCTBUSI HEOOXOIUMBI:

— UHAUBUYyallbHAs WACHTUPUKALUKA TOJb30BaTeNIed U HMHUIIMUPOBAHHBIX HUMU
MPOIIECCOB, T.€. yCTaHOBIeHHWE 3a HuMH uaeHTu(dukatopa (login, Username), Ha 0Oa3ze
KOTOpOTO OYIET OCYIIECTBISATHCS pa3rpaHUUEHUE JOCTYNa B COOTBETCTBHU C MPUHIIUIIOM
000CHOBAaHHOCTH JI0CTYIIA;

— MIPOBEpKa MOIJTMHHOCTH MOJIb30BaTeNel (ayTeHTU(HUKAIMA) Ha OCHOBE TTapoJIeH;

— peakiusi Ha TOMNBITKA HECAHKIIMOHMPOBAHHOTO JOCTyna (CUTHalu3alus,
OJIOKMPOBKA U T.1.).

6.12. CpenctBa obecnieueHus 0e30MacHOCTH WHPoOpMaITuu

s obecnieuenusi MHPOPMAIMOHHOW OE30MAaCHOCTH HCIIOJIB3YIOTCS CIIEIYIOUIUE
CpEeICTBA 3aIUTHI:

dusznveckue cpeacTBa 3aIUThI

dusnyeckre Mepbl 3alUThl  OCHOBaHBl Ha TNPUMEHEHHH PAa3HOTO poja
MEXaHUYECKUX, TIEKTPOHHBIX WM 3JIEKTPOHHO-MEXAaHUYECKUX YCTPOMCTB M COOPYKEHUH,
CHEIHAIbHO MPEAHA3HAUYCHHBIX I CO3MaHMs (PU3UUECKUX MPEMSITCTBUIA Ha BO3MOXKHBIX
MyTSX TPOHUKHOBEHHS W JOCTYINAa TMOTEHIUAIbHBIX HAPYIIATENEeH K KOMITOHEHTaM
CUCTEMBbI M 3alMIIaeMoil umHdOpMaIuu, a TakkKe TEeXHUYECKUX CPEACTB BH3YaJbHOTO
HaOIIOACHUS, CBSI3U U OXPAHHON CUTHAIM3AIIHH.

Jns oOecrieyenust (u3nueckoi O0€30MaCHOCTH KOMIIOHEHTOB HH(OPMAIMOHHBIX
CUCTEM HEOOXOAMMO OCYHICCTBJISATH PSJ  OPraHU3AIMOHHBIX M TEXHUYECKHX
MEPONPUATHMA, BKJIIOYAIONIUX: MPOBEPKY OOOpYAOBaHMS, TMPETHAZHAYCHHOTO JJIs
00paboTku nHGOpMAIINH, HA:

— HaJIMYME CTIeIMaTbHO BHEIPEHHBIX 3aKJIaIHBIX YCTPOUCTB;

— BBEJICHUE JOTOJHUTEIBHBIX OTPAHMYCHWH TIO JOCTYIy B  IOMEIICHUS,
MpeHa3HAYCHHBIE JJIs1 XpaHEeHUs 1 00paboTKu nHGOpMaIInH,

— o0opynoBaHue CcHUCTEM HWH(pOpMATU3AIMK YCTPOMCTBAMHU 3alllUTBI OT COOEB
AJIEKTPOIUTAHUS U TTIOMEX B JIMHUSX CBS3U.

TexHuueckue cpecTBa 3alUThI

Texnuyeckue (ammapaTHO-POTPAMMHBIE) MeEpbl  3allUTHl  OCHOBAHBI  Ha
WCIIOJIb30BaHUU PA3IUYHBIX JJIEKTPOHHBIX YCTPONCTB M CHEIHUAIBHBIX MPOTpaMM H
BBITIOJHSIONINX (CaMOCTOSITENIbHO HJIM B KOMILJIEKCE C APYTMMHU CpelcTBaMu) (yHKIIUU
3aUThl (MICHTU(DUKAIMIO U ayTeHTU(PUKAIIMIO MOJb30BaTENeH, pasrpaHUuYeHHE J0CTYyIIa
K pecypcam, perucTpaluio cCoObITHI, KpUNTorpadguueckoe 3aKpbiTie MHGOPMALUU U T.11.).

C yuerom Bcex TpeOOBaHMI W MNPUHLUUINOB oOecrieyeHuss Oe30MacHOCTU
nH(GOPMAIIMU TI0 BCEM HAIPABJICHUSM 3alIUTHl B COCTaB CUCTEMBI 3aIIUTHI TOJKHBI OBITH
BKJIFOUEHBI CIIEAYIOLINE CPEACTBA:

— CpeICTBa pa3rpaHUYCHHUS IOCTYTA K TAHHBIM;

— CpeICTBa PETUCTPAIMH JIOCTyNMa K KOMIIOHEHTaM WH()OPMAIMOHHONW CHCTEMBl U
KOHTPOJISI 32 MCTIOJIB30BaHHEM MH(OPMAIINH;

— CpeICTBa pearupoBaHUs Ha HapYIICHUS pekruMa HH(POPMAIIMOHHONW O€30MacHOCTH.
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Ha texHnueckue cpeacTBa 3alllUThl BO3JIATa€TCs PELIECHUE CIIETYIOIIMX OCHOBHBIX
3a1a4:
— uAeHTUGUKAIMSA W ayTeHTU(UKAIMS TMOoJb30BaTelied MpU MOMOIIM HMMEH WU
crenuaibHbIX annaparHbix cpencts (Advantor, Touch Memory, Smart Card u T.11.);
— periaMeHTaluuss W YOpaBI€HUE JOCTYIIOM IIOJIb30BATENE B IOMEIICHUS, K
(bU3MYECKUM U JIOTUYECKUM yCTPOUCTBAM;
- 3allliTa OT MPOHUKHOBEHHS KOMIIBIOTEPHBIX BHPYCOB W  Pa3pyLIMTEIBHOIO
BO3JICVICTBUS BPEAOHOCHBIX IIPOTPaMM;
— perucTpauus BCEX JEWCTBUN IOJb30BATENs B 3AIUIICHHOM XypHAJle, HaJIU4HE
HECKOJIBKMX YPOBHEW pEerucTpanuy;
- 3alUTa JAHHBIX CHCTEMBbI 3alUThl Ha (ailJloBOM cepBepe OT JOCTyma
MOJIb30BaTENe, B YbM JIOJDKHOCTHBIE OOS3aHHOCTH HE BXOAMWT padboTa ¢ MH(GOpMAIUH,
HaXOJAIICICS HA HEM.

CpencTBa uaeHTUPUKALMKI U ayTeHTU(UKAIIUU TI0JIb30BaTeen

B umensx mpenorspaumieHuss paboTbl € pecypcaMu HMH(DOPMAIMOHHBIX CHUCTEM
NOCTOPOHHUX JIMIl HEOOXOAMMO O0ECIEeYUTh BO3MOXHOCTh PAacCHO3HABaHUS KaKJOro
JIETAJIbHOTO TI0JIb30BaTeNsl (MM TPYMI TMoJsib3oBateneit). g uaeHTUdUKAIMU MOTYT
MIPUMEHSTHCA PA3JIMYHOTO POJIA YCTPOMCTBA: MArHUTHBIE KAPTOUKH, KIIKOYH, KIIFOYEBBHIE
BCTaBKH, IUCKETHI U T.II.

AytenTudukanus (MOATBEPKICHUE TMOMJIMHHOCTH) IOJb30BaTEICH TaKkKE MOMKET
OCYLIECTBIIATHCA:
— IyTEM MPOBEPKH HAJIWYMUS y MOJb30BaTeNIed KaKUX-THMOO CIEUUAIbHBIX YCTPONUCTB
(MarHUTHBIX KapTOYEK, KJIFOUEH, KIIFOUEBBIX BCTABOK U T.1.);
— MyTEM MPOBEPKU 3HAHUS UMU TapoJIei;
— NyTeM MPOBEPKU YHUKAIBHBIX (DU3NYECKUX XAPAKTEPUCTUK U MapaMETPOB CAMUX
M0JIb30BaTENEH MPHU MOMOIIHU CHELUATIBHBIX OMOMETPUYECKUX YCTPOMCTB.

CpencTBa pa3rpaHAYeHUS JOCTYIIA

30HBI OTBETCTBEHHOCTH M 33Ja4l KOHKPETHBIX TEXHMYECKUX CPEACTB 3aILUTHI
YCTaHABJIMBAIOTCS UCXOJs M3 MX BO3MOXXHOCTEW M SKCIUTyaTAlMOHHBIX XapaKTEPUCTUK,
OMMCAHHBIX B JOKYMEHTAILIMH HA JAHHbIE CPEJCTBA.

TexHUYecKue CpeacTBa pa3rpaHUYEHUs JOCTYIA JOJKHBI 1O BO3MOMXHOCTH OBITh
COCTAaBHOMW YaCThIO €JUHON CUCTEMBI KOHTPOJIS AOCTYIIA:
— Ha KOHTPOJUPYEMYIO TEPPUTOPHIO;
- B OT/I€JIbHBIE IOMEILECHNUS;
— K KOMIIOHEHTaM WH(OPMAIIMOHHOW Cpeibl W dJIEeMEHTaM CUCTeMbl 3amuThl [1/1H
(pusnueckuii nocTym);
— K MH(OPMAIMOHHBIM pecypcaM (IIOKyMeHTaM, HocUuTensiM uHbopmaluu, Qaitinam,
HabopaM JaHHBIX, ApXUBaM, CIIpaBKaM | T.11.);
— K aKTUBHBIM pecypcam (MPUKIaJHbIM IporpaMMam, 3ajadaM 1 T.11.);
- K OINEPALMOHHON CUCTEME, CUCTEMHBIM MPOrpaMMamM U MporpaMMaM 3ailUuThl.

CpenctBa o0ecrieueHus U KOHTPOJISL LEJIOCTHOCTH

CpeactBa oOecrieueHusi LEJIOCTHOCTM BKIIOYAIOT B CBOM COCTaB CpelCTBa
PE3EPBHOIO  KONUPOBAHMUS, MPOrpaMMbl  AHTUBUPYCHOM  3aIIMTBI, MPOTPAMMBbI
BOCCTaHOBJIEHUS 1IEJIOCTHOCTH OINEPAlMOHHON cpeibl M 0a3 JaHHBIX.
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CpenctBa  KOHTpOJISL — LIETIOCTHOCTH  MH(OPMAIIMOHHBIX  PECYpPCOB  CHUCTEM
IpeIHa3HAYEeHbl ISl CBOEBPEMEHHOTO OOHAPYKEHUS MOAM(PUKAIUU WM HCKAKECHMS
pecypcoB cuctembl. OHM TO3BOJIAIOT O0ECHEUYUTHh IPABUIBHOCTh (PYHKIIMOHUPOBAHUS
CUCTEMBI 3alIUTHI U LIEJIOCTHOCTh XPAHUMOM 1 00padaTbiBaeMoil HH(pOpMAaLIHHL.

KoHnTponb nenoctHoctn MHPOpMAMU U CPEICTB 3aAIIMTHI, C IIEJIbI0 00ECIICUEHMS
HEU3MEHHOCTU MH(OPMALIMOHHON CPe/Ibl, ONPEAENIIeMOI NPEeayCMOTPEHHON TEXHOJIOTHEH
00paOOTKH, U 3allUThl OT HECAHKIMOHUPOBAHHOM MOAM(UKAIUN MHPOPMALUU JTOJKEH
o0ecIeunBaThCs:

- CpeICTBaMH pa3rpaHUYEHHs J0CTyna (B MOMENIEHUs, K JOKYMEHTaM, K HOCUTEISIM
uH(pOpMaInH, K CepBepam, JIOTHYECKUM YCTPOHUCTBaM | T.I1.);

- CPEACTBAMM JIEKTPOHHOW MOIIHCH;

— CpPEICTBaMH MOJCUY€Ta KOHTPOJIBHBIX CyMM (Ul HCIOJB3YEMOrO IMPOTrPaMMHOIO
obecricueHus).

CpenctBa onepaTUBHOIO KOHTPOJISL U PETUCTPAIIUU COOBITUM 0€30MaCHOCTH

CpeactBa OOBEKTMBHOIO KOHTPOJS JOJDKHBI OO€ecleyuBaTh OOHApYy>KEHUE H
pErucTpanrio Bcex coObITUH (IeicTBUM mosb3oBaTenei, monsitok HCJL u T.11.), KOTOpbIe
MOTYT MOBJIEYb 3a COOOW HapylieHue O€30MacHOCTH M IMPUBECTH K BO3HUKHOBEHUIO
KPU3UCHBIX CHUTyalud. AHanu3 coOpaHHOW CpelcTBaMu perucTpauuud HHPopMauuu
MO3BOJISIET BBISIBUTH (DAKTHI COBEPUIEHUS! HAPYLIEHUH, UX XapaKTep, MOJCKa3aTh METOJI €ro
pacclieZIoBaHUs U CIIOCOOBI MOMCKA HApyILIMTENs U UcHpaBieHUs cuTyauuu. Cpeacrtsa
KOHTPOJISL U PETUCTPALUU JOJLKHBI IIPEAOCTABISATH BO3MOKHOCTH:

- BEJCHMS U aHAJM3a JKypHAJOB PETUCTPALUU COOBITUM 0€30MacHOCTU (CUCTEMHBIX
KYpHAJIOB);

- MOJIyYeHUs] TBEpAOM KOmMHM (IleyaTH) JKypHajla PpPETUCTPALMK  COOBITHI
0e30I1aCHOCTH;

— YIOPAIOYECHHS] KYPHAJIOB, a TAaKXK€ YCTAHOBJIEHUS OrPAaHUYEHH Ha CpPOK HX
XpaHEHHS];

- ONEpPaTUBHOTO OINOBEUICHUS aJIMUHHUCTpaTopa Oe30macHOCTH UWHGOPMaLUU O
HapyILIEHUsX.

[Ipu peructpanuu coObITUI O€30MACHOCTU B >KypHajie JOJDKHA (DUKCUPOBATHCS

cienyromias nHGopMaius:

— JaTa u BpeMsi COObITHUS;

- UAeHTU(UKATOP CyOBEKTa, OCYLIECTBISIOIIET0 PErUCTPUPYEMOE JEHCTBUE;
— nercTBUE (TUM AOCTYIIA).

6.13. KouTposab 3pPexTHBHOCTH CUCTEMBI 3aITUTHI

Koutpons 3¢@dexkTuBHOCTH 3amuThl MHGOPMALMK OCYIIECTBISIETCS C  ILIEJIbIO
CBOEBPEMEHHOTO BBISBJICHHUS W MNPEJOTBPAILCHUS YTEUKHM HMHPOPMALMU 33 CYUET
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA, a TaKXKe MPEIyNpPEKICHUS BO3MOXKHBIX CIEHHUATbHBIX
BO3JICUCTBUM, HANpaBIECHHBIX Ha YHUYTOXEHUE HWH(OpMaAIUU, pa3pylLICHUE CPEICTB
uHpopmaTuzanuu. KOHTpOJIb MOMKET MNPOBOAMTHCS MPUBIEKAEMBIMU IS 3TOW IENU
OpraHu3alMsIMHU, UMEIOIIMMU JIMIIEH3UIO0 Ha 3TOT BUJ JI€ATEIbHOCTH.

Onenka  2¢pGEKTUBHOCTH  MEp  3alUThl  WH(QOpPMAIMKM  TPOBOAMUTCS  C
UCIIOJIb30BAHUEM TEXHUYECKUX M IPOTPAMMHBIX CPEACTB KOHTPOJS Ha MPEeIMET
COOTBETCTBUS YCTAHOBJIEHHBIM TPEOOBaHUSIM.



